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T Y 11/10/2018 12:52:05.398  CAUSERS\TATBAHAVAPPDATA\LOCAL\MICROSOFT\OMEDRIVE\ONEDRIVE.EXE DESKTOP-LIVZUKS\TatenHa COMMECT 52114327 443 49340
25 Yr11/10/2018 12:52:05.445  CAUSERS\TATLAHAVAPPDATA\LOCAL\MICROSOFTVOMEDRIVEVONEDRIVE.EXE DESKTOP-LIV2UKS\TateAHa COMNMNECT 52114327 443 45841
U 11/10/2018 1252:08.054  CAWINDOWS\SYSTEMAPPS\MICROSOFT.MICROSOFTEDGE_8WEKYE3DEBBWE\MICROSOFTEDGE.EXE DESKTOP-LIVZUKS\TatenHa COMMECT 137.116.234.82 443 40343
T Ur11/10/2018 12:52:08.054  CAWINDOWS\SYSTEMAPPS\MICROSOFT.MICROSOFTEDGE_SWEKYE3DABBWE\MICROSOFTEDGE.EXE DESKTOP-LIV2UKS\Tateana COMNMNECT 137.116.234.82 443 45844
T Ur 11/10/2018 12:52:11.632  CAWINDOWS\SYSTEMAPPS\MICROSOFT.MICROSOFTEDGE_SWEKYE3DEEEWE\MICROSOFTEDGECP.EXE  DESKTOP-LJV2UKS\Tatsana COMNMECT 178.154.131.217 443 40346
T U 11/10/2018 1225211632 CAWINDOWS\SYSTEMAPPS\MICROSOFT.MICROSOFTEDGE_SWEKYBIDSEBWE\MICROSOFTEDGECP.EXE  DESKTOP-LIV2ZUKS\Tateana COMNMNECT 178.154.131.217 443 45847
T Ur 11/10/2018 12:52:11.632 CAWINDOWS\SYSTEMAPPS\MICROSOFT.MICROSOFTEDGE_SWEKYBIDSEBWE\MICROSOFTEDGECP.EXE  DESKTOP-LIV2UKS\Tatsana CONMECT 178.154.131.217 443 45348
T Ur11/10/2018 12:52:11.632  CAWINDOWS\SYSTEMAPPS\MICROSOFT.MICROSOFTEDGE_SWEKYB3DSBBWE\MICROSOFTEDGECP.EXE  DESKTOP-LIV2UKS\Tateana COMMECT 178.154.131.217 443 49249
5 Ur11/10/2018 12:52:12.813  CAWINDOWS\SYSTEMAPPS\MICROSOFT.MICROSOFTEDGE_SWEKYB3DABBWE\MICROSOFTEDGECP.EXE  DESKTOP-LIV2UKS\Tateana CONMECT 87.250.247.134 443 45350

Y 11/10/2018 12:32:53.976  CAUSERS\TATBAHAVAPPDATANLOCAL\MICROSOFT\WOMEDRIVE\OMEDRIVE.EXE DESKTOP-LIVZUKS\TatenHa COMMECT 207.46.194.14 443 40364
YUr 11/10/2018 12:52:54.476  CAUSERS\TATBAHAVAPPDATANLOCALMICROSOFTWOMEDRIVE\OMEDRIVE.EXE DESKTOP-LIV2UKS\TateAHa COMNMNECT 52.11432.8 443 48865
Yt 11/10/2018 12:32:55.194  CAUSERS\TATBAHAVAPPDATANLOCAL\MICROSOFT\OMEDRIVE\OMEDRIVE.EXE DESKTOP-LIVZUKS\TatenHa COMMECT 2.18.72.29 443 40366
Yr 11/10/2018 12:53:06.28%  CAWINDOWS\SYSTEMAPPS\MICROSOFT. WINDOWS. CORTAMA_CWINTH2TXYEWY\SEARCHULEXE DESKTOP-LIV2UKS\Tateana COMNMNECT 13.107.21.200 443 45871
Yr 11/10/2018 12:53:09.648  CAWINDOWS\SYSTEMAPPS\MICROSOFT. WINDOWS. CORTANA_CWINTH2TXYEWY\SEARCHULEXE DESKTOP-LIV2ZUKS\TateAHa CONMECT 13.107.21.200 443 45372
0 Yr11/10/2018 12:53:31.664  CAUSERS\TATBAHAVAPPDATANLOCALMICROSOFTVOMEDRIVE\UPDATEVONEDRIVESETUP.EXE DESKTOP-LIV2UKS\Tateana COMNMNECT 52.114.1289 443 45881
=B Ur11/10/2018 12:58:06.387  CAWINDOWS\SYSTEM32\DASHOST.EXE MNT AUTHORITY\LOCAL SERVICE SEND 239.255.255.250 EXliv] B4595
5 YT 11/10/2018 12:58:06.732  CAWINDOWS\SYSTEM32\DASHOST.EXE NT AUTHORITYA\LOCAL SERVICE SEND 239.255.255.250 EXIF] B4995
=B U 11/10/2018 12:58:07.043  CAWINDOWS\SYSTEM32\DASHOST.EXE MNT AUTHORITY\LOCAL SERVICE SEND 239.255.255.250 EXliv] B4595
5 YT 11/10/2018 12:58:07.543  CAWINDOWS\SYSTEM32\DASHOST.EXE NT AUTHORITYA\LOCAL SERVICE SEND 239.255.255.250 EXIF] B4995
25 Yr11/10/2018 12:58:08.153  CAWINDOWS\SYSTEM32\DASHOST.EXE NT AUTHORITYALOCAL SERVICE RECEIVE 192.168.230.1 EXiiv] 64995
5 YT 1171072018 12:58:08.195  CAWINDOWS\SYSTEM32\DASHOST.EXE NT AUTHORITYA\LOCAL SERVICE RECEIVE 192.168.230.1 EXIF] B4995
25 Yr11/10/2018 12:58:08.934  CAWINDOWS\SYSTEM32\DASHOST.EXE NT AUTHORITYALOCAL SERVICE COMNMNECT 192.168.230.1 5357 45681
T Ur11/10/2018 12:59:32.293  CAWINDOWS\EXPLORER.EXE DESKTOP-LIV2ZUKS\TateAHa CONMECT 88.221.74.75 20 45702
Yr 11/10/2018 13:01:16.466  CAWINDOWS\SYSTEMIZ\WERFAULT.EXE DESKTOP-LIV2UKS\Tateana COMNMNECT 13.66.56.243 443 45725
Yr 11/10/2018 13:01:30.200  CAWINDOWS\SYSTEMAPPS\MICROSOFT. WINDOWS. CORTANA_CWINTH2TXYEWY\SEARCHULEXE DESKTOP-LIV2ZUKS\TateAHa CONMECT 13.107.21.200 443 49729
Yt 11/10/2018 13:01:50.5397  CAUSERS\TATBAHAVAPPDATANLOCAL\MICROSOFT\WOMEDRIVE\OMEDRIVE.EXE DESKTOP-LIVZUKS\TatenHa COMMECT 52.114.132.22 443 49733
Yr 11/10/2018 13:01:51.965  CAUSERS\TATBAHAVAPPDATANLOCAL\MICROSOFT\WOMEDRIVENOMEDRIVE.EXE DESKTOP-LIV2ZUKS\TateAHa CONMECT 157.55.134.140 443 49735
22 M 1171042018 13:01:53.059 CAUSERSNTATBAHAVAPPDATANLOCALMICROSOFT\ONEDRIVEVOMEDRIVE.EXE DESKTOP-LIVZUKS\TatenHa COMMECT 52.114.132.22 443 49737
T Ur11/10/2018 13:04:35.341  CAWINDOWS\EXPLORER.EXE DESKTOP-LIV2UKS\Tateana COMNMNECT 2.18.72.161 80 45779
T d4r 111072018 13:05:23.341  CAPROGRAM FILES\WINDOWSAPPS\MICROSOFT.MICROSOFTOFFICEHUB_17.6801.23751.0_X86_ 8WEK... DESKTOP-LJV2ZUK3\TaTsana COMMECT 13.107.5.88 443 49790
T Ur11/10/2018 13:05:23.330  CAPROGRAM FILES\WINDOWSAPPS\MICROSOFT.MICROSOFTOFFICEHUB_17.6801.23751.0_86_ 8WEK... DESKTOP-LJV2UKS\Tatsana COMNMNECT 52.109.76.6 443 45791
=B U 11/10/2018 13:05:44.107  CAWINDOWSNSYSTEM3Z\WERMGR.EXE NT AUTHORITYACHUCTEMA CONMECT 40.67.184.120 443 49797
5 Yr11/10/2018 13:05:58.216  CAWINDOWS\SYSTEM3Z\WERMGR.EXE NT AUTHORITYACHCTEMA COMNMNECT 40.67.184.120 443 45308
=B U 1171042018 13:06:44.060  CAWINDOWS\SYSTEM3Z\WERMGR.EXE NT AUTHORITYACHUCTEMA CONMECT 40.79.84.121 443 45317
5 Y 11/10/2018 12:06:55.731  CAWINDOWS\SYSTEM3Z\WERMGR.EXE NT AUTHORITYAWCHUCTEMA COMMECT 40.79.85.125 443 49320
=B U 1171042018 13:07:19.904  CAWINDOWS\SYSTEM3Z\WERMGR.EXE NT AUTHORITYACHUCTEMA CONMECT 40.69.153.67 443 45333 W
£
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91 TMpocmoTpmk dypHanoe ayguTa - [KypHan ynpasneHna goctynom k cetu] — (I *
o5 taiin Kyprane  Owno  Momowe -8
[
Hom Bpema Mpouece Mone3oeatens Peskim ,.'J,DCT}"I'I?T ¥aaneHHeId [P Yaanent Mokanel PasHoe ~
Q YUr 1171072018 15:10:30.921  CAWINDOWS\EXPLORER.EXE DESKTOP-LIV2ZUKS\Tateana COMMECT 52.230.3.194 443 49830 A0CTYN ZAMNPELLEH!
Q Yr 1171072018 15:10:51.280  CAWINDOWS\EXPLORER.EXE DESKTOP-LIV2ZUKS\Tateana COMMECT 52.230.3.194 443 49362 A0CTYN ZAMNPELLEH!
Q Yt 11/10/2018 13:10:54.316  CAWINDOWSA\EXPLORER.EXE DESKTOP-LIW2UKS\Tateana COMMECT 52.230.3.194 443 46862  A0OCTYT 3AMPELLEH!
Q Yt 11/10/2018 15: 10655437 CAWINDOWSA\SYSTEMAPPSYWMICROSOFT.WINDOWS.CORTAMNA_CWSMNIHZTXYEWYA\SEARCHULEXE DESKTOP-LIW2ZUKS\TateaHa COMNMNECT 13.107.21.200 443 48864 A0OCTYT 3AMNPELLEH!
Q Ur 111072018 1510656608 CAWINDOWS\SYSTEMAPPS\MICROSOFT. WINDOWS.CORTANA_CWSMNIHZTXYEWY\SEARCHULEXE  DESKTOP-LIVZUKS\Tateana COMNMECT 13.107.21.200 443 43864 A0CTYN ZAMPELLEH!
Q Ut 111072018 152:10:58.732  CAWINDOWS\SYSTEMAPPS\MICROSOFT. WINDOWS. CORTANA_CWINIHZTXYEWY\SEARCHULEXE  DESKTOP-LIVZUKS\Tateana COMMECT 13.107.21.200 443 49864 A0CTYN ZAMNPELLEH!
Q YUr 1171072018 15:171:00,593  CAWINDOWS\EXPLORER.EXE DESKTOP-LIV2ZUKS\Tateana COMMECT 52.230.3.194 443 49362 A0CTYN ZAMNPELLEH!
Q Yt 11/10/2018 13:11:02.827  CAWINDOWSA\SYSTEMAPPSYWMICROSOFT.WINDOWS.CORTAMNA_CWSMNIHZTXYEWYA\SEARCHULEXE DESKTOP-LIWV2ZUKS\TateaHa COMNMNECT 204.79.197.200 443 48866  A0OCTYT 3AMNPELLEH!
Q Ur 111072018 15:11:03.944  CAWINDOWS\SYSTEMAPPS\MICROSOFT. WINDOWS. CORTANA_CWSMNIHZTXYEWY\SEARCHULEXE DESKTOP-LIVZUK3\Tateana COMNMECT 204.79.197.200 443 43866 AOCTYN ZAMPELLEH!
Q Yr 111072018 15:11:06.134 - CAWINDOWS\SYSTEMAPPS\MICROSOFT. WINDOWS.CORTANA_CWSMNIHZTXYEWY\SEARCHULEXE DESKTOP-LIVZUK3\Tateana COMNMECT 204.79.197.200 443 43866 AOCTYN ZAMPELLEH!
Q Yt 111072018 15:11:13.702  CAUSERS\TATEAHANVAPPDATANLOCALMICROSOFTWOMEDRIVELOMEDRIVE.EXE DESKTOP-LIV2ZUKS\Tateana COMMECT 52.114.74.44 443 49870 A0CTYN ZAMNPELLEH!
Q Yr 11/10/2018 15:11:16.843  CAUSERS\TATEAHANVAPPDATANLOCALMICROSOFTWOMEDRIVELWOMEDRIVE.EXE DESKTOP-LIV2ZUKS\Tateana COMMECT 52.114.74.44 443 49370 A0CTYN ZAMNPELLEH!
Q Yt 11/10/2018 13:11:22.312  CAUSERS\TATBAHAMVAPPDATANL OCALVMICROSOFTVOMNEDRIVEVOMEDRIVE.EXE DESKTOP-LIW2UKS\Tateana COMMECT 157.55.134.138 443 48871 O0CTYT 3AMNPELLEH!
Q Yr 11/10/2018 15:11:22.937  CAUSERS\TATBAHANVAPPDATANLOCALMICROSOFTWOMEDRIVELWOMEDRIVE.EXE DESKTOP-LIV2ZUKS\Tateana COMMECT 52.114.74.44 443 43870 A0CTYN ZAMPELLEH!
Q Yt 1171072018 15:11:25.452  CAUSERS\TATEAHANVAPPDATANLOCALMICROSOFTWOMEDRIVELWOMEDRIVE.EXE DESKTOP-LIV2ZUKS\Tateana COMMECT 157.55.134.138 443 49871 A0CTYN ZAMNPELLEH!
Q Y 11/10/2018 15:11:26.108  CANWINDOWS\EXPLORER.EXE DESKTOP-LIV2ZUKS\Tateana COMMECT 52.230.3.194 443 49374 A0CTYN ZAMNPELLEH!
Q Yt 111072018 15:11:28.327  CAUSERS\TATEAHANVAPPDATANLOCALMICROSOFTWOMEDRIVELWOMEDRIVE.EXE DESKTOP-LIV2ZUKS\Tateana COMMECT 157.55.134.138 443 49373 A0CTYN ZAMNPELLEH!
Q Yt 11/10/2018 15:11:29.139 CAWINDOWSA\EXPLORER.EXE DESKTOP-LIW2UKS\Tateana COMMECT 52.230.3.194 443 48874 A0OCTYT 3AMNPELLEH!
Q Yr 111072018 15:11:31.327  CAUSERS\TATBAHANVAPPDATANLOCALMICROSOFTWOMEDRIVELWOMEDRIVE.EXE DESKTOP-LIV2ZUKS\Tateana COMMECT 157.55.134.138 443 49873 A0CTYN ZAMPELLEH!
Q Yt 111072018 15:11:31.639  CAUSERS\TATEAHANVAPPDATANLOCALMICROSOFTWOMEDRIVELWOMEDRIVE.EXE DESKTOP-LIV2ZUKS\Tateana COMMECT 157.55.134.138 443 49871 A0CTYN ZAMNPELLEH!
Q Yr 111072018 15:11:35.156  CAWINDOWS\EXPLORER.EXE DESKTOP-LIV2ZUKS\Tateana COMMECT 52.230.3.194 443 49374 A0CTYN ZAMNPELLEH!
Q Yt 11/10/2018 13:11:35.178  CAUSERS\TATBAHAMVAPPDATAN OCALVMICROSOFTVOMNEDRIVEVOMNEDRIVE.EXE DESKTOP-LIW2UKS\Tateana COMMECT 52.114.74.44 443 48877 O0OCTYT 3AMNPELLEH!
Q Yt 11/10/2018 15:11:35.187  CAUSERS\TATBAHAMVAPPDATANL OCALVMICROSOFTWOMNEDRIVEVOMNEDRIVE.EXE DESKTOP-LIW2UKS\Tateana COMMECT 52.114.74.44 443 48878 A0OCTYT 3AMNPELLEH!
Q Yr 11/10/2018 15:11:37.328  CAUSERS\TATBAHANAPPDATANLOCALMICROSOFTWOMEDRIVELWOMEDRIVE.EXE DESKTOP-LIV2ZUKS\Tateana COMMECT 157.55.134.138 443 49873 A0CTYN ZAMPELLEH!
Q Yt 11/10/2018 15:11:38.328  CAUSERS\TATBAHANVAPPDATANLOCALMICROSOFTWOMEDRIVELWOMEDRIVE.EXE DESKTOP-LIV2ZUKS\Tateana COMMECT 52.114.74.44 443 49877 A0OCTYN ZAMPELLEH!
(= Yt 111072018 15:11:38.328  CAUSERS\TATEAHANVAPPDATANLOCALMICROSOFTVWOMEDRIVELWOMEDRIVE.EXE DESKTOP-LIV2ZUKS\Tateana COMMECT 52.114,74.44 443 4393783 A0OCTYN ZAMNPELWERH! v
£ >
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Hom Bpema Mpouecc MNonesoeatens Pesum goct Mma obtekTa N
@ 4111072018 15:37:43.410 System NT AUTHORITVWCUCTEMA @3 CAWindows'\System32\LogFiles\WMI\RtBackup\EtwRTDiagtrack-Listener.etl
@ ur11/10/2018 15:37:52.497 System NT AUTHORITVWCWUCTEMA B CAWindows'\System32\LogFiles\WMI\RtBackup\EtwRTDiagtrack-Listener.tl
@ yr11/10/2018 15:37:52.497 System NT AUTHORITWCCTEMA 3 CAWindows\System32\ LogFiles\WM\RtBackup\EtwRTDiagtrack-Listener.etl
@ ur11/10/2018 15:37:52.536 CAWindows\System32\svchost.exe  NT AUTHORITVWCWUCTEMA T Ch\ProgramData\Microsoft\Diagnosis\ETLLogs\ShutdownLoggerAutoLogger-Diagtrack-Listener. etl
@ yr11/10/2018 15:37:52.536 C:\Windows\System32\svchost.exe  NT AUTHORITVWCWCTEMA 9 CAProgramDatat\Microsoft\Diagnosis\ETLLogs\ShutdownLogger\AutoLogger-Diagtrack-Listener.etl
@ YT 1110/2018 15:37:52.604 CAWindows\System32isvchost.exe  NT AUTHORITYWCWMCTEMA T3 CAProgramDatat\Microsoft\Diagnosis\ETLLogs\ShutdownLogger\AutoLogger-Diagtrack-Listener.etl
@ ur11/10/2018 15:37:52.604 CAWindows\System32isvchost.exe  NT AUTHORITYWCWMCTEMA B CAProgramData\Microsoft\Diagnosis\ETLLogs\ShutdownLogger\AutoLogger-Diagtrack-Listener.etl
@ YT 11/10/2018 15:37:52.604 CAWindows\System32isvchost.exe  NT AUTHORITYWCWUCTEMA o Ch\ProgramData\Microsoft\Diagnosis\ETLLogs\DITel-Merge.etl
@ urn/10/201815:37:52.723 CA\Windows\System32\svchost.exe  NT AUTHORITYV\WCMCTEMA 93 Ch\ProgramData\Microsoft\Diagnosis\ETLLogs\DITel-Merge.etl
@ Yr11/10/2018 15:37:52.723 CAWindows\System32\svchost.exe  NT AUTHORITYWCWCTEMA 3 CAProgramDatatMicrosoft\Diagnosis\ETLLogs\DITel-Merge. etl
@y 111072012 15:37:52.723 CAWindows\System32\svchost.exe  NT AUTHORITVWCHUCTEMA 9 CA\ProgramData\Microsoft\Diagnosis\ETLLogs\AutoLogger AutoLogger-Diagtrack-Listener.etl
@ urn/10/201815:37:52.723 CAWindows\System32\svchost.exe  NT AUTHORITVWCHUCTEMA 9 C\ProgramDatat\Microsoft\Diagnosis\ETLLogs\AutoLogger AutoLogger-Diagtrack-Listener.etl
@ YT 11/10/2018 15:37:53.457 CAWindows\Systern32\svchost.exe  NT AUTHORITWVWCWMCTEMA 932 Ch\ProgramData\Microsoft\Diagnosis\ETLLogs\AutoLogger\AutoLogger-Diagtrack-Listener.etl
@ ur11/10/2018 15:37:53.457 CA\Windows\System32\svchost.exe  NT AUTHORITV\WCWMCTEMA 3 Ch\ProgramData\Microsoft\Diagnosis\ETLLogs\AutoLogger\AutoLogger-Diagtrack-Listener.etl
@ Y 11/10/2018 15:39:27.426 C:hWindows\System32\svchost.exe  NT AUTHORITVWCMCTEMA 9 CAWindows\System 32\ LogFiles\WMI\RtBackup\EtwRTDiagLog.etl
@y 111072018 15:39:50.614 CAWindows\System32\svchost.exe  NT AUTHORITVWCHUCTEMA 9 CAWindows\System 32\ LogFiles\WMI\RtBackup\EtwRTEventLog-Systern. etl
@ ur11/10/2018 15:40:29.554 CAWindows\System32isvchost.exe  NT AUTHORITVWCWUCTEMA D CAWindows!\System32\WD\{B6432a0b-3c7d-4d df-aB%c-172faa90485d M cc2c36ad-2177-4f2f-8d39-6141e5a1197d hsnapshot.etl
YT 11/10/2018 15:40:29,632 CAWindows\Systern32\svchost.exe  NT AUTHORITWVWCWMCTEMA 932 CAWindows!\System 32\ WDI\{26432a0b-3c Td-4ddf-a8%c-172faa%0485d N cc2c36ad-2177-4f2f-28d39-6141e5a1197d fisnapshot etl
@ ur11/10/2018 15:40:29.632 CAWindows\System32\svchost.exe  NT AUTHORITYVWCMCTEMA 93 CAWindows\System32\WDI\{B6432a0b-3c7d-4d df-aB9c-172faa90485d N cc2c36ad-2177-4f2f-8d39-6141e5a1197d \snapshot.etl
@ Yt 111072018 15:40:20.632 CAWindows\System32isvchost.exe  NT AUTHORITYWCWMCTEMA T3 C:\Windows\System32\WDIN86432a0b-3c7d-4d df-a89c-172faa%0485d M cc2c36ad-2177-4f2f-8d39-6141e5a1197d fisnapshot.etl
@y 111072018 15:40:20.632 CAWindows\System32isvchost.exe  NT AUTHORITYWCWMCTEMA T3 CAWindowshSystem32\WD '\ B6432a0b-3c7d-4d df-aB%c-172f2a904853d M cc2c38ad-2177-4f2f-8d39-6141e3a1197d hsnapshot.etl
@ ur11/10/2018 15:40:29.632 C\Windows\System32\svchost.exe  NT AUTHORITYVWCMCTEMA 93 CAWindows!\System32\WD\{B6432a0b-3c7d-4d df-aB%c-172faa90485d M cc2c36ad-2177-4f2f-8d39-6141e5a1197d hsnapshot.etl
@ Ur 11/10/2018 15:40:29.632  CAWindows\System32\svchost.exe  NT AUTHORITWCWUCTEMA 3 CAWindows\System32\WDI\{ 86432a0b-3c Td-4ddf-a8%c-172faa%0485d \ cc2c36ad-2177-4f2f-28d39-6141e5a1197d fsnapshot etl
@ ur11/10/2018 15:40:29.707 CAWindows\System32\svchost.exe  NT AUTHORITVWCWUCTEMA T CAWindows\System32\WDI\{B6432a0b-3c7d-4d df-aB9c-172faa90485d N cc2c36ad-2177-4f2f-8d39-6141e5a1197d \snapshot.etl
@ Yt 111072018 15:40:35.488 CAWindows\System32\svchost.exe  NT AUTHORITVWCHUCTEMA 9 CAWindows\System3\WD N LogFiles\BootCKCL.etl
@ ur11/10/2018 15:40:35.488 CAWindows\System32\svchost.exe  NT AUTHORITVWCWUCTEMA 9 CAWindows!\System 32\ WD LogFiles\ShutdownCKCL.etl
@ ur11/10/2018 15:41:21.848 CAWindows\System32isvchost.exe  NT AUTHORITVWCWUCTEMA D CAWindows\System32\ LogFiles\WMI\RtBackup\EtwRTEventlog-Security.etl
@ 4r 1171072018 154510661 CAWindows\System32\svchost.exe  NT AUTHORITYWCUCTEMA 9 CA\ProgramData'\Microsoft\Diagnosis\Events_Mormal.rbs
@ 4 11/10/2018 15:45:10.661 CAWindows\System32\svchost.exe  NT AUTHORITYWCWUCTEMA 9 CA\ProgramData\Microsoft\Diagnosis\Events_MormalCritical.rbs
@ Yt 11/10/2018 13:45:10.661  CA\Windows\System32\svchost.exe  NT AUTHORITYWCWCTEMA 9 C\ProgramData\Microsoft\Diagnosis\Events_CostDeferred.rbs
@  ur11/10/2018 15:45:10.661 CAWindows\System32\svchost.exe  NT AUTHORITYWCWUCTEMA 9 Ch\ProgramData\Microsoft\Diagnosis\Events_Realtime.rbs
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Hom Bpema Mpouecc Monesoeatens Pesam goct Mimn obbexTa Wma Pasnoe 6
B 5 ur 11/10/2018 15:56:26.875 C\Windows\System32\svchost.exe  NT AUTHORITYWCWCTEMA 93 ChProgramData'\Micresoft\Diagnosis\ETLLogs\ShutdownLeggerAutoLogger-Diagtrack-Listener.etl AOCTYN 3AMPELLLEH!
&) 6 Ur 11/10/2018 15:56:27.125  System NT AUTHORITYWCWMCTEMA 3 ¥ CAWindows\Systern32\LogFiles\WM\RtBackup\EtwRTDiagtrack-Listener.etl JOCTYM 3AMPELLLEH!
& 7 Ur11/10/2012 15:56:29.705 CAWindows\System32\svchostexe  NT AUTHORITYWCMCTEMA C\Windows'\Logs\dosvcdosve.20170805_120448_D84.etl JOCTYT 3AMPELLEH!
& 8 YUr 11/10/2018 15:56:29,726 CAWindows\System32\svchost.exe  NT AUTHORITYWCHMCTEMA 9 C\Windows\Logs\dosvchdosve,20170905_121450_565.etl JOCTYN 3AMPELLLEH!
& 9 Ur11/10/2012 15:56:29.726  CAWindows\System32\svchost.exe  NT AUTHORITYA\CWMCTEMA C:\Windows\Logs\dosvchdosve.20170905_125804_070.etl JOCTYM 3AMPELLEH!
B Y 11/10/201815:36:29.750  C\Windows\System32\svchost.exe  NT AUTHORITWCMCTEMA 9 C\Windows\Logs\dosvchdosve,20180724_115457_822.etl AOCTYN 3AMPELLLEH!
B ur11/10/2018 15:56:29.750 CAWindows\System32\svchostexe  NT AUTHORITYWCWMCTEMA T C\Windows\Logs\dosvchdosve.20180724_120027_776.etl JOCTYM 3AMPELLLEH!
B ur11/10/2012 15:56:29.750 CAWindows\System32\svchostexe  NT AUTHORITYWCMCTEMA C\Windows'\Logs\dosvc\dosve.20180724_125254_582.¢etl JOCTYT 3AMPELLEH!
B e 11/10/2018 15:56:29,750 CAWindows\System32\svchost.exe  NT AUTHORITYWCHMCTEMA 9 C\Windows\Logs\dosvchdosvc,20181009_083435_797.etl JOCTYN 3AMPELLLEH!
B ur11/10/2012 15:56:29.750 CAWindows\System32\svchostexe  NT AUTHORITYA\CWMCTEMA C:\Windows\Logs\dosvchdosve.20181009_085808_762.etl JOCTYM 3AMPELLEH!
B Yr11/10/201215:56:29.750  CA\Windows\System32\svchost.exe  NT AUTHORITWCWMCTEMA 9 C\Windows\Logs\dosvchdosvc,20181009_000451_732.etl JOCTYM 3AMPELLEH!
B ur11/10/2012 15:56:29.750  CAWindows\System32\svchost.exe  NT AUTHORITYWCWMCTEMA T C\Windows\Logs\dosvchdosve,20181009_093051_307.etl AOCTYM 3AMPELLLEH!
B ur11/10/2012 15:56:29.765 CAWindows\System32\svchostexe  NT AUTHORITYWCMCTEMA C\Windows'\Logs\dosvc\dosve.20181009_110931_840.etl JOCTYT 3AMPELLEH!
B uUr 117102018 15:56:20,765 CAWindows\System32\svchost.exe  NT AUTHORITYWCHMCTEMA 9 C\Windows\Logs\dosvchdosvc,20181009_115240_424,etl JOCTYN 3AMPELLLEH!
B Yr11/10/2012 15:56:29.765 CAWindows\System32isvchostexe  NT AUTHORITYA\CWMCTEMA T C\Windows\Logs\dosvchdosve.20181009_130838_196.etl JOCTYM 3AMPELLEH!
B Yr11/10/2018 15:56:29.765  C\Windows\System32\svchost.exe  NT AUTHORITWCWUCTEMA I C\Windows\Logs\dosvchdosvc,20181009_132911_644.etl JOCTYM 3AMPELLLEH!
& ur11/10/2018 15:56:29.765 CAWindows\System32\svchost.exe  NT AUTHORITYWCHMCTEMA 9 C\Windows\Logs\dosvchdosve,20181010_095825_525.etl AOCTYM 3AMPELLLEH!
B ur11/10/2012 15:56:29.765 CAWindows\System32\svchostexe  NT AUTHORITY\CWMCTEMA C:\Windows'\Logs\dosvc\dosve.20181011_124331_335.etl JOCTYM 3AMPELLEH!
B ur11/10/2018 15:5912.822 System NT AUTHORITYWCUCTEMA 953 CAWindows\System32\LogFiles\WMN\RtBackup\EtwRTDiagtrack-Listener.etl AOCTYN 3AMPELLLEH!
B ur11/10/2012 15:59:13.681 CA\Windows\System32\svchost.exe  NT AUTHORITYWWCWMCTEMA o C\ProgramData' Microsoft\Diagnesis\ETLLogs\ShutdownLoggenAutol ogger-Diagtrack-Listener.etl JOCTYN 3ANPELLEH!
g T 11710/, 13913, AWindows\ Systern32\svchost.exe M\ProgramData'Microsoft\Diagnesis ogs\AuteLoggerAutoLogger-Diagtrack-Listener. et f |
B 4r11/10/2018 15:58:13.681 C:AWindows\s 32\swch NT AUTHORITYWCHMCTEMA & ChP DataiM ft\D \ETLLogs\AuteL Autol D k-Li { JOCTYM 3AMPELLLEH!
& 4r11/10/2018 15:5%:50,118 CAWindows\System32\svchost.exe  NT AUTHORITYWCHMCTEMA 9 CAWindows\System32\WDN67144949-5132-4839-8036-a737b43825d8 1M Sad c44bec-4201-4781-88a0- bdbEbda3%ed hsnapshot.etl JOCTYM 3AMPELLLEH!
Q Y 11/10/2018 16:00:30.822  CAWindows\System32\svchost.exe MNT AUTHORITYWCWMCTEMA 9 Ch\Windows\System32\ LogFiles\WM\RtBackup'\EtwRTDiaglLog.etl AOCTYT 3AMNPELLER!
B ur11/10/2012 16:00:30.822 CAWindows\System32\svchost.exe  NT AUTHORITYWCMCTEMA o ChWindows\System32\LogFiles\WMN\RtBackup\EtwRTEventLog-System etl AOCTYN 3AMPELLLEH!
B ur11/10/2018 16:00:35.619 CAWindows\System32\svchost.exe  NT AUTHORITVWCWMCTEMA | C\Windows\Systern32\LogFiles\ WMP\RtBackup'\EtwRTEventlog-Security. etl JOCTYM 3ANPELLEH!
Q Y 11/10/2018 16:00:40.368  C:AWindows'\System32\svchost.exe MNT AUTHORITYWCWMCTEMA 9 ChA\Windows\System 32\ LogFiles\WMD\RtBackup'\EtwRTDefenderAuditLogger.etl AOCTYT 3AMNPELLER!
B 4r11/10/2018 16:00:47.603 CAWindows\System32\svchost.exe  NT AUTHORITYWCHMCTEMA 9 C\ProgramData'Microsoft\Diagnosis\Events_ Normal.rbs JOCTYN 3AMPELLLEH!
Q Yr 11/10/2018 16:01:23.369  C\Windows\System32\svchost.exe ~ NT AUTHORITYWCMCTEMA 9 ChProgramData\Microsoft\Diagnosis\Events_MNormalCritical.rbs O0CTYM 3AMPELLLEH!
Q Yr 11/10/2012 16:02:30.369  C\Windows\System32\svchost.exe  NT AUTHORITYWCWMCTEMA 9 C\ProgramData\Microsoft\Diagnosis\Events_CostDeferred.rbs OOCTYM 3AMPELLEH!
Q Yr 11/10/2018 16:02:36.088  CAWindows\System32\svchost.exe  NT AUTHORITYWCMCTEMA 9 C:h\ProgramData\Microsoft\Diagnosis\Events_Realtime.rbs O0CTYM 3AMPELLLEH!
B ur11/10/2012 16:03:29.651 CAWindows\System32\svchostexe  NT AUTHORITYWCMCTEMA T3 C\Windows'\Logs\dosvc\dosve.20181011_130328_557.tl OOCTYM 3ANPEWEH!
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1 Mpoguan -;ﬁ KC3W Manumpe+ FARMOUR_ROOT %™ < lroBon= < MroBon= 9 .lS L dStS )i dZB fr] I:
o svchost system CHWINDOWS,SYSTEMINSVCHOST.EXE System < Moboii> .
|; ¥Ynpaenenuwe focty... -ﬂ- tS B dZtS ) dZJ. dzq k
i svchostlocal service CHOWINDOWS\SYSTEMINSVCHOST.EXE MT AUTHORITYA\LOCAL SERVICE < /roBois>
@ ObwexTel E svchost network service CAVWINDOWS\SYSTEMI2\SVCHOST.EXE MNT AUTHORITYAMETWORK SERVICE <Mool H IS fr] IS o IS B 1'{ dzt
’59 Mpasuna gocTyna E CHCTEME system Systern < /roBois> 9 g dZB -L{ q IS 4 &
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 AVWindgves D
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- &

006060

E=]
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Hom Bpen Mpouecc

1y
02w
32y
i
o s5ur..
6.
o 7ur..
L
i « Ch\ProgramDatatMicrosoft\Windows Defenderplatform’4.18.1209.2-00\MsMpEng.exe
Yr..
Ur..
Yr..
Ur..
Yr..
Ur..

C\Program Files\Windows Defender\M5ASCui.exe

ChProgram Files\Windows DefenderMSASCui.exe

Ch\ProgramData' Microsoft\Windows Defender\platform’4.18.1809.2-00MsMpEng.exe
ChProgramData\Microsoft\Windows Defenderplatform®4.18.1209.2-00MsMpEng.exe
Ch\ProgramData' Microsoft\Windows Defender\platform’4.18.1809.2-00MsMpEng.exe
ChProgramData\Microsoft\Windows Defenderplatform®4.18.1209.2-00MsMpEng.exe
Ch\ProgramData' Microsoft\Windows Defender\platform’4.18.1809.2-00MsMpEng.exe
ChProgramData\Microsoft\Windows Defenderplatform®4.18.1209.2-00MsMpEng.exe

ChProgramData\Microsoft\Windows Defenderplatform®4.18.1209.2-00MsMpEng.exe
Ch\ProgramData' Microsoft\Windows Defender\platform’4.18.1809.2-00MsMpEng.exe
ChProgramData\Microsoft\Windows Defenderplatform®4.18.1209.2-00MsMpEng.exe
Ch\ProgramData' Microsoft\Windows Defender\platform’4.18.1809.2-00MsMpEng.exe
ChProgram Files\Windows DefenderMSASCui.exe

Ch\ProgramData' Microsoft\Windows Defender\platform’4.18.1809.2-00MsMpEng.exe

Monesoearent

DESKTOP-LIV2UKS\Tateaxa
DESKTOP-LIVZUKS\ TateAHa

DESKTOP-LIVZUKS\Tateana (Mepeuunsii: NT AUTHORITYWCIMCTEMA]
DESKTOP-LIWV2UKS\Tareana (Mepewuneii: NT AUTHORITYWCIMCTEMA]

MNT AUTHORITYWCCTEMA
MNT AUTHORITYWCMCTEMA
MNT AUTHORITYWCCTEMA
MNT AUTHORITYWCMCTEMA
MNT AUTHORITYWCCTEMA
MNT AUTHORITYWCMCTEMA
MNT AUTHORITYWCCTEMA
MNT AUTHORITYWCMCTEMA
MNT AUTHORITYWCCTEMA
DESETOP-LIV2ZUES\TateaHa
MNT AUTHORITYWCCTEMA

Peswm gocryna

(Lo Y= [ BT T W T Y T T T T T T R

lran obwexTa

CA\Hoean nanka
Ch\Hoean nanka
CA\Hoean nanka
Ch\Hoean nanka
CA\Hoean nanka
Ch\Hoean nanka
CA\Hoean nanka
Ch\Hoean nanka
CA\Hoean nanka
Ch\Hoean nanka

C\Hoeas nanka

C\Hoeas nankat111.bet
Ch\Hoeas nanka111. b

C\Hoean nanka

Ch\Hoeas nanka111. b
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